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.
s SMTP
s TCP
s IP
= Ethenet, PPP

s Catb,
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i (Web )

s IP
s Ethenet, PPP
s Catb,
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O ftp
s [CP
s IP
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m CIFS
s TCP
= |P
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i (HOGEHOGE)

= HOGEHOGE

AN

= TCP/IP
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i REC

= |ETF (http://www.ietf.org/)
r Rlng
= RSS -

http://x42.com/rss/rfc.rss
= http://en.wikipedia.org/wiki/Request_for Comments
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http://www.ietf.org/

i RFC
o rfc**00.txt

= Internet Official Protocol Standards
- rfc3700

s |P--> rfc791

s TCP --> rfc793

s UDP --> rfc768

s ICMP -->rfc792,919,922,950

o RFC ML
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(

ISO / International Organization for Standardization

ISOC / Internet Society

IAB / Internet Architecture Board

IANA / Internet Assigned Numbers Authority

ICANN / Internet Corporation for Assigned Names and Numbers

APNIC / Asia Pacific Network Information Center

JPNIC / Japan Network Information Center

JPRS / Japan Regqistry Service

IETF / Internet Engineering Task Force

ITU / International Telecommunication Union

IEEE / Institute of Electrical and Electronics Engineers

ANSI / American National Standards Institute

ETSI / European Telecommunication Standards Institute

FSAN / Full Service Access Network Initiative

ATM / The ATM Forum

W3C / World Wide Web Consortium

FCC / Federal Communications Commission

VCCI / Voluntary Control Counsil for Interference by Information Technology Equipment
JPCERT/CC / Japan Computer Emergency Response Team/ Coordination Center
IPA / Information-Technology Promotion Agency, Japan
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|P

A summary of the contents of the internet header follows:

0 1 2 3
01234567890123456789012345678901
B e S S O (s (o N YRR N i N N S ot
|[Version] IHL |Type of Service]| Total Length |
B e L ot S T S S T T T Ky et TE R S
| Identification |Flags] Fragment Offset |
+—t—t—t -ttt -ttt —F—F—F—F—F—F—F—F—F—F—F—F -t —F—F—F—F—F—F—F—F—+—+
| Time to Live | Protocol | Header Checksum |
s s T T e s T ST e e e J e
| Source Address |
B e S S O (s (o N YRR N i N N S ot
| Destination Address |
B e S S O (s (o N YRR N i N N S ot
| Options | Padding |
B e L ot S T S S T T T Ky et TE R S

Example Internet Datagram Header
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iUDP
s |P

m UDP --> rfc768
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0 7 8 15 16 23 24 31
. S . . +
| Source | Destination |
| Port | Port |
S S S S +
I I I
| Length | Checksum |
S N . . +
I

| data octets
e

2006/5/20 by sasaki@pochi.cc

33



i TCP

- TCP

s TCP --> rfc793
= Src address,port dist address,port
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i TCP

01234567890123456789012345678901
t—t—t—t—t -ttt ettt -ttt -t -ttt —t—t—t—F—F—F -t -t -ttt -t —F—+—+
| Source Port | Destination Port |
+—t—t—t—t -ttt —t—t—t—t—F—F—t—t—t—t—F—t—t—F—F—F—F—F—F——F—F—+—+—+

| Sequence Number |
e e S s S s S s S S S S S
| Acknowledgment Number |
T T s e o T S R e an S T I S
| Data | [UIAIPIRISIFI |
| Offset] Reserved |R|C|S|S|Y]I1] Window |
I I IGIKIHITININ] I
T R T T I S T S S N S e
| Checksum | Urgent Pointer |
T R T T I S T S S N S e
| Options | Padding |
e R e T e e t St T S e S s T
| data |

T S S U M e S e U O S e e

TCP Header Format
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Ether

IP

TCP
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i ICMP

= TCP/IP
= |P

= ICMP -->rfc792,919,922,950
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TCP/IP

= UDP
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i (bash) TCP/IP

bash$ echo hoge > /dev/tcp/127.0.0.1/**
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i TCP/IP

#!/usr/local/bin/ruby

require "socket"

s = TCPSocket.open("localhost", 13)
print(s.gets)

s.close
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require "socket"
gs = TCPServer.open(11111)

while true
Thread.start(gs.accept) do |s]|
while s.gets
s.write($ )
end
s.close
end
end
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i Inetd

= man inetd
m /etc/services
m /etc/inetd.conf

m Inetd  SIGHUP
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i Inetd

#1/bin/sh

echo hoge
date
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i Inetd 2

#!/usr/bin/perl
open(F,">=/home/pochi/20020628/tmpfile");
while(<>){

print F $_;

}

2006/5/20 by sasaki@pochi.cc

47



i Inetd 3

while(<>){

system “/usr/local/sbin/apachectl start”
If (/start/);

system “/usr/local/sbin/apachectl| stop”
If (/stop/);

system “/usr/local/sbin/apachectl restart”
If (/restart/);

last;

}
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i Inetd

= UDP

s DOS
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+

s Xinetd
L] tcpserver
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Break!
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TCP/IP

" ()

= RFC 793

= 2.10. Robustness Principle TCP
Implementations will follow a general
principle of robustness: be conservative In
what you do, be liberal in what you accept
from others.
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default route

default route

by sasaki@pochi.cc

54



2006/5/20

by sasaki@pochi.cc

95



2006/5/20

DNS
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(TCP
i )

s hitp://dev.ariel-
networks.com/modules/xfsection/article
php?articleid=12

n TCP/IP
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i (TCP/IP

s TCP

s TCP

= TCP/IP
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= TCP/IP
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= DNS
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i ) JANOG

= JApan Network Operators Group
= http://www.]anog.qgr.jp

o 2 3
= 2006 7 13 ( )14 ( )
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http://www.janog.gr.jp/
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= Windows Vista

IPv6
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n PC
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i SPAM
0 PC

s SPAM
= SPF SenderlD

= port 25
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N Skype
s Microsoft
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SPAM
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+

= Web 2.0
= Google Google!
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4 (

= Art and Intelligence
= New Intelligence
= Digital Communication Media
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